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W ramach prac nad infrastruktur sieci ASP, a w szczegdlnosci nad systemami

AD i uwierzytelnienia do sieci zostato wprowadzonych kilka zmian w sieci
eduroam.

I Usuniecie profilu ,,eduroam”.

1. Musimy usunac stary profil sieci eduroam, w tym celu w prawym dolnym
roku klikamy na ikone potgczenia sieciowego i wybieramy , Network
settings” (Ustawienia sieci).

Network settings

7 e

Wi-Fi Airplane mode

35

T @ewmopwrn . B

2. Nastepnie wybieramy ,Manage known networks” (Zarzadzaj znanymi
sieciami).

Wireless Network Connection

@D on
Show available networks
Hardware properties

Manage known networks
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3. Odszukujemy sie¢ ,eduroam”, po czym zaznaczamy jg, poprzez klikniecie
na nig i klikamy na ,,Forget” (Zapomnij).

2 Wireless Network Connection

Manage known networks

eduroam

1

Properties Forget

4. Aby usunac certyfikat uwierzytelnienia uzytkownika klikamy na:
Menu start -> ,,run” (uruchom) i wpisujemy ,,mmc”

Nastepnie:

E Consolel - [Console Root]
& File Action View Favorites Window He

= Mew Ctrl+M
= Open... Ctrl+0
Save Ctrl+5

Save As..,

Add/Remaove Snap-in... Ctrl+M
Options...

1 certmgr.msc

2 comprngrnt.msc

Exit
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5. Wyszukujemy , Certyficates” i klikamy , Add”,

Add or Remowe Snap-ins >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendar -~ [ console Root Edit Extensions. ..
ActiveX Control Microsoft Cor... REmove
Auﬂ‘lorizaﬁnn Manager Microsoft Cor...
B Certificates Micrasoft Cor...
. Component Services  Microsoft Cor... Maove Up

;é' Computer Managem... Microsoft Cor...

H..lDewce Manager Microsoft Cor...

Move Down

[ Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

_Ej Group Policy Object ... Microsoft Cor...
Pinternet Informatio...  Microsoft Cor...
@, IP Security Monitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor...

W Advanced...

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK Cancel
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6. Wybieramy ,My user account” i klikamy ,,Finish”

Certificates snap-in et

Thiz snap-n will always manage certificates faor:
(®) My user account
() Service account

() Computer account

< Back Cancel
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7. Nastepnie wybieramy , 0K.”

Add or Remove Snap-ins >

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendar A [ Console Root Edit Extensions...
= ActiveX, Control Microsoft Cor... @ Certificates - Current User Remove
Auﬂ'lorizaﬁon Manager Microsoft Cor...
B Certificates Microsoft Cor...
®.Component Services  Microsaft Cor... Move Up
;_é' Computer Managem... Microsoft Cor... ;
HDevice Manager Microsoft Cor... HouE B
o Disk Management Microsoft and...
@ Event Viewer Microsoft Cor..,
| Folder Microsoft Cor...
_%J' Group Policy Object ... Microsoft Cor...
S internet Informatio...  Microsoft Cor...
g IF Security Manitor Microsoft Cor...
g IP Security Policy M...  Microsoft Cor... w el
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

0K Cancel
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8. Usuniecie certyfikatu personalnego:

W tym celu: Wybieramy , Certificates — Current User” — ,,Personal” —
Certificastes.

| Console Root
W —PJJ Certificates - Current User

v [ | Personal
| Certificates

w || Trusted Root Certification Authorities
| Certificates

| Enterprize Trust

| Intermediate Certification Authorities
| Active Directony User Object

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Other People

| Local MonRemovable Certificates

| MSIEHistorylournal

~| Certificate Enrollment Requests

| Smart Card Trusted Roots

| wyszukujemy interesujgcy nas certyfikat w tym przypadku bedzie to
piotr.sitarz@asp.krakow.pl, nastepnie klikamy prawym przyciskiem i
wybieramy , Delete”. System zapyta nas o potwierdzenie usuniecia. W celu

usuniecia wybieramy ,Yes”.

iotr.sitarz@asp

n Certyfikac)i ASP Krakow  2019-06-20 Client Authentication CA ASP Eduroam P...

Open
Al Tasks >

Cut

Copy
Delete

Properties

Help

W ten sposdb zostato usuniete konto Wi-Fi eduroam oraz usuniety certyfikat
personalny.
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Il. Tworzenie nowego konta dla sieci eduroam.

Il Tworzenie recznie konta z uwierzytelnieniem po loginie i hasle.
Musimy zainstalowa¢ certyfikat ,NPS.asp.local.cer”, ktéry postuzy do
weryfikacji serwera. Taki certyfikat mozemy pobra¢, ze strony WWW...
lub zostat dostarczony pocztg elektroniczng. Nastepnie klikajac na niego
dwa razy otworzy nam sie okno i wybieramy ,Install Certificate...”

R

Gereral Detailz Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

* Ensures the identity of a remote computer
* Proves your identity to a remote computer

Issued to: MPS.asp.local

Issued by: aspFPDC-CA

Valid from 2015-11-22 to 2025-05-03

ol
=
m
m

Install Certificate. .. LIEr

Ok
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2. Nastepnie wybieramy , Current User” i klikamy , Next”,

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, & certificate store is the system area where certificates are kept,

Store Location

@ Current Lser
() Local Machine

To continue, dick Mext,

Cancel
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3. Nastepnie wybieramy miejsce instalacji certyfikatu ,,Please All
certificates In the following store” i wybieramy , Browse...”

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(") Automatically zelect the certificate store baged on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse,..
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4. Zrozwijalnego meny wybieramy Trusted Root Certifications Authorities”
(Zaufane Gtéwne Urzedy Certyfikacji) i klikamy OK.

Select Certificate Store >

Select the certificate store you want to use,

| Personal

Trusted Foot Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
i | Trusted Publishers
T inretad Cartifirates ¥

[ ]show physical stores

Cancel
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5. Nastepnie klikamy , Next”

—  L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Root Certification Autharities | | Browse. ..
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6. | zatwierdzamy ,,Finish”.

€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imparted after you dick Finish.

You have spedified the following settings:

(0= ) o= =y = ai=a sy A B == Trusted Root Certification Authorities

Content Certificate

Finish Cancel

System poinformuje nas o instalacji i czy jestesmy pewni tej instalacji. W
celu instalacji potwierdzamy tg instalacje przez ,Yes”, a nastepnie ,,OK.”.

Certyfikat do weryfikacji serwera zostat zainstalowany poprawnie.
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7. W celu utworzenia profilu sieci, klikamy na ikone sieci prawym klawiszem
i wybieramy ,,Open Network and Sharing Center” (Centrum Sieci i
Udostepniania).

Troubleshoot problems

Open Metwork and Sharing Center

8. Nastepnie wybieramy ,,Set up a New connection or Network”
(Skonfiguruj nowe potaczenie lub sieé).

Change your networking settings

:@l Set up a new connection or net

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

[==} Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting informaticn.
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9. Wybieramy ,Manually connection to a wireless network” (Reczna
nawigzywanie potaczenia z siecig bezprzewodowa).

? Set Up a Connection or Metwork

Choose a connection option

Connect to the Internet
Set up a breadband or dial-up connection to the Internet.

| Set up a new network
<@, 5et up a new router or access point.

¥ e wireless netw
Manually connect to a wireless network
e aall_onnect to a hidden network or create a new wireless profile,

H Connect to a workplace
. Set up a dial-up or VPN connection to your workplace,
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10. Musimy recznie uzupetnic profil jak na ponizszym zdjeciu:

& ¥ Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: | edurcam |

Security type: WPA2-Enterprise w

Encryption type: AES

Security Key: Hide characters

Start this connection autornatically

[] Connect even if the network is not broadcasting

Warning: If you select this eption, your computer’s privacy might be at risk,

Cancel

Nastepnie klikamy , Next”.
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11.Pojawi sie okno jak ponizej, klikamy na ,,Change connection settings”

¥ Manually connect to a wireless network

Successfully added eduroam

— Change connection settings

Open the connection properties so that | can change the settings.

Close
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12.Pokaze nam sie nowe okno:

edurcam Wireless Metwork Properties >

Connection  Security
Security type: WPAZ-Enterprise &

Encryption type: AES w

Choose a network authentication method:

Microsoft: Protected EAF (FEAF) W Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel
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13.W tym oknie klikamy na ,Advanced settings” i zaznaczamy opcje ,,Specify
authentication mode” jako , User authentication” i klikamy , OK”.

Advanced settings >

802, 1% settings 802, 11 settings

Spedfy authentication mode:

Iser authentication - Save credentials

IUser or computer authentication
Computer authentication
IIser authentication

Guest authentication
[ ]Enable single sign on for this netwark

Perform immediately before user logon

Perform immediately after user loqon

-

10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

Cancel
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14.Nastepnie naciskamy kursorem na ,Settings”,
W tym oknie:
- zaznaczamy pole ,Verifi the server’s identity by validating the
certificate”
- odznaczamy pole ,Connect these Server ....”
- z listy ,, Trusted Root Certificates Authorities:” wyszukujemy
»NPS.asp.local” i zaznaczamy go
- nastepnie klikamy na pole ,,Configure...” i odznaczamy pole
»2Automaticly use my Windows logon”
Pozostaje nam tylko zatwierdzi¢ zmiany poprzez nacisniecie , 0K.”.

Protected EAP Properties x

When connecting:

Verify the server's identity by validating the certificate

|| Connect to these servers (examples:srv 1;srv2;. . srv 3, com):

Trusted Root Certification Authorities:

] Microsoft Root Certificate Authority 2011 A
[ ] MetLodk Arany (Class Gold) Fétantisitvény

MPS.asp.local

[ ] OpenDMNS Root CA 1

[ ] postmaster @asp. krakow.pl

[ ] psitarzi@med-all. krakaow. pl

[ ] Quovadis Root CA 2 v
£ >

Motifications before connecting:

Tell user if the server’s identity can't be verified e

Select Authentication Method:
Secured password (EAP-MSCHAP v2) ~ Configure...
Enable Fast Reconnect

[ ]Disconnect if server does not present cryptobinding TLY
[ ]Enable Identity Privacy

Cancel
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15.Pozostata nam jeszcze opcja ,Remember my credentials for this
connection each time I’'m logged on”
Pozwala ona na zapamietanie loginu i hasta na danym koncie. Przy
kolejnym podtaczeniu do sieci Wi-Fi ,,eduroam” nie zapyta nas o login i
hasto.

edurcarn Wireless Metwork Properties *

Connection  Security
Security type: WPAZ-Enterprise hd

Encryption type: AES w

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) e Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel

W ten sposdb mamy gotowy profil sieci eduroam do tagczenia sie loginem
i hastem.
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LIl Tworzenie automatycznie konta z uwierzytelnieniem po loginie i hasle.

1. W celu automatycznego stworzenia profilu do logowania sie do sieci
eduroam nalezy otrzymac lub pobra¢ plik ze strony WWW
,ASP eduroam-new.exe” i uruchomic go z prawami administratora. A
nastepnie potwierdzié, ze chcemy dokonaé instalacji. Plik wykonuje za
nas wszystkie czynnosci z punktu Il.1.

ILIII  Konto w sieci eduroam - uwierzytelnienie z uzyciem certyfikatu.

Zalecane jest korzystanie z tej metody logowania ze wzgledu na jej
bezpieczenstwo.

1. Aby skorzystac z tej metody logowania nalezy utworzy¢ profil w sposob
opisany w punkcie Il.1 [ub I1.11.

2. Nastepnie musimy skorzystac z przegladarki Internet Explorer. Inne
przegladarki nie zapewniajg wtasciwego wsparcia dla generowania
certyfikatu.

W tym celu korzystamy z adresu https://certedu.asp.local , i wybieramy
,Continue to website (not recommended). Uzywajgc swoich danych z domeny

asp,logujemy sie do strony.
W celu zalogowania sie wpisujemy, np.

- piotr.sitarz i swoje hasto domenowe.
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IlLIV Generowanie certyfikatu personalnego i jego instalacja w profilu wi-fi

1. Otworzy sie nam strona jak na obrazu ponizej:

- O
ie @ hitps//certeduasplocal/certsry/ O - @ Certificate & © | (2 Microseft Active Dircctory ..

Wl Microsoit Aciive Directory Gertificate Services — asp-PDC-CA Home

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Wybieramy , Request a certificate”, a nastepnie ,,advanced certificate request”
oraz ,Create and submit a request to this CA” .
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2. System poinformuje nas o operacji generowania certyfikatu, aby
wygenerowac certyfikat klikamy ,Yes”.

e 2 hitps/feereduasplocal certsrn O~ @ Certificate e, X | C certedu,asp.local o &8
Microsoft Active Directory Certificate Services — asp-PDC-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to: |
Create and submit a request to this CA
Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

This Web site is attempting to perform a digital certificate operation on

A yourbehalf:
hitps://certedu asplocal/certsry/ certrqma.asp

You should enly allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

Ves No
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3. Otworzy sie strona jak ponizej i w sekcji , Certificate Template”
wybieramy ,, NPS User Certificates”.

Reszte zmian pozostawiamy bez zmian!!

|@ https://certedu.asp.local/certsre/ SO ~ €3 Certificate e... G| (& Microsoft Active Directory ...

Microsoft Active Directory Certificate Services — asp-PDC-CA

Advanced Certificate Request

Certificate Template:

Basic EFS

Key Options: EFS Recovery Agent
NPS User Certificates

User ng key set
csp- ?ﬁretéogj;rﬁ;? Certification Authority @
Key Usage: ® Exchange
® Automatic key container name () User specified key container name
Mark keys as exportable

[ Enable strong private key protection
Additional Options:
Request Format: « CMGC » PKCS10

Hash Algorithm:

Only used to sign request.

[ 5ave request

Attributes:

Friendly Name:

4. Nastepnie klikamy ,Submit” . System poinformuje nas o generacji
certyfikatu, aby dokonczy¢ proces instalacji klikamy ,YES”.
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5. Nastepnie pojawi nam sie okno jak ponizej:

Microsoft Active Directory Certificate Services — asp-PDC-CA

Certificate Issued

The certifi

=

cate you requested was issued to you.

(]Saver

. Install this certificate

esponse

Klikamy na , Install this certificate”.

6. Mozemy otrzymac komunikat jak ponizej:

Microsoft Active Directory Certifi

Certificate Issued

cate Services — asp-PDC-CA

The certificate you requested was issued to you.

Install this certificate

This CA 1s not trusted. To trust certificates issued from this certification authority, install this CA certificate

[1Save response

Wynika z niego, ze brakuje nam certyfikatu naszego CA.
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7. Klikamy na , Install this CA certificate”.

Przegladarka wyswietli komunikat:

Do you want to open or save certnew.cer (1,90 KB) from certedu.asp.local? Open Save |¥ Cancel

Klikamy na ,,Open”.

8. Nastepnie otworzy nam sie okno i wybieramy ,,Install Certyficate”:

ah Certificate >

Gereral Detalls  Certification Path

.@Jﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: aspPOC-CA

Issued by: aspFPDC-CA

Valid from 2015-05-03 to 2025-05-03

Install Certificate... | | Issuer Statement

+48 12 617 11 80
+48 12 617 11 82 ul. tabedzia 9
biuro@networkers.pl 30-651 Krakéw
http://networkers.pl 27/40



(N1 =workers

9. Nastepnie wybieramy , Current User” i klikamy , Next”,

=% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autherity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, & certificate store is the system area where certificates are kept,

Store Location

@ Current Lser
() Local Machine

To continue, dick Mext,

Cancel
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10.Nastepnie wybieramy miejsce instalacji certyfikatu , Please All certificates
In the following store” i wybieramy ,Browse...”

& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically zelect the certificate store bazed on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse...

Cancel
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11.Z rozwijalnego meny wybieramy Trusted Root Certifications Authorities”
(Zaufane Gtéwne Urzedy Certyfikacji) i klikamy OK.

Select Certificate Store >

Select the certificate store you want to use,

| Personal

Trusted Foot Certification Authorities
| Enterprise Trust
| Intermediate Certification Authorities
i | Trusted Publishers
T inretad Cartifirates ¥

[ ]show physical stores

Cancel
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12.Nastepnie klikamy , Next”

& ¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

{®) Flace all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities | I Browse...
Cancel
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13.1 zatwierdzamy ,,Finish”.

& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

[0 i oo gl rmr=s s A==l Trusted Root Certification Authorities

Content Certificate

Finish Cancel

System poinformuje nas o instalacji i czy jestesmy pewni tej instalacji. W
celu instalacji potwierdzamy tg instalacje przez ,Yes”, a nastepnie , OK.”.
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14.Po instalacji certyfikatu CA klikamy na , Install this certificate”. Certyfikat
powinien sie zainstalowac i powinnismy otrzymaé komunikat jak ponizej.

Microsoft Active Directory Certificate Services — asp-PDC-CA

Certificate Installed

Your new certificate has been successfully installed.

W ten sposdb mamy wygenerowany certyfikat personalny dla uzytkownika.

Aby tego certyfikatu uzy¢, musimy usung¢ zmodyfikowac¢ profil sieci eduroam
lub usungé i utworzy¢ go od nowa.
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15.Gdy pokaze nam sie okno jak ponizej:

edurcarn Wireless Metwork Properties *

Connection  Security
Security type: WPAZ-Enterprise e

Encryption type: AES =

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) e Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Cancel
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16.W tym oknie klikamy na ,Advanced settings” i zaznaczamy opcje ,,Specify
authentication mode” jako ,, User authentication” i klikamy , OK”.

Advanced settings >

802, 1% settings 802, 11 settings

Spedfy authentication mode:

Iser authentication - Save credentials

IUser or computer authentication
Computer authentication
IIser authentication

Guest authentication
[ ]Enable single sign on for this netwark

Perform immediately before user logon

Perform immediately after user loqon

-

10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LAMNs for machine
and user authentication

Cancel
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17.W menu rozwijalnym ,,Choose a network authentication method:”
wybieramy ,,Microsoft:Smart Card Or Rother certificate” i klikamy na
»Settings”

Connection  Security

Security type: WPAZ2-Enterprise =

Encryption type: AFES o

Choose a network authentication method:

Microsoft: Smart Card or other certificat ~ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

QK Cancel
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18.W oknie, ktére pokaz nam sie wyszukujemy z listy certyfikat

»NPS.asp.local” i zaznaczamy go, oraz reszte ustawien jak na ponizszym

zdjeciu.

Smart Card or other Certificate Properties x

When connecting:
() Use my smart card

(®) ze a cerfficate on this computer
IUse simple cerificate selection (Recommended)

Advanced

Verfy the server's identity by validating the cedificate

[]Connect to these servers exampleserv1:erv?; ™ arv 2y com):

Trusted Root Cerification Authorities:

[ ] Microsoft Rloot Authority A
[ ] Microsoft Floot Cerificate Authority

[ ] Microsoft Floot Certificate Authority 2010

[ ] Microsoft Floot Certificate Authority 2011

[ ] Netlock Amny (Class Gold) Fétands itvany

MP5 . asp local
[] OpenDNS Root C4 1
[ ] postmaster@asp krakow pl W
£ >
View Certificate
[ ] Dont prompt user to authorize new servers or trusted certification
authorities.
[ ] Use a different user name for the connection
G

Pozostaje nam sie teraz cieszy¢ uwierzytelnieniem dostepu do sieci za pomocg
certyfikatu.
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Podczas proby potgczenia do sieci poprosi nas o wybdr certyfikatu ktdrym
mamy sie taczy¢. Musimy wybrac certyfikat np. piotr.sitarz@asp.krakow.pl lub
piotr.sitarz@stud.asp.krakow.pl . Bedzie to zalezne do jakiej jednostki jestesmy

przydzieleni domenie ASP.
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